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O manpasyiennu nHoOpManuu

MUHUVCTEPCTBO OBPAB0OBAHUSA 1 HAYKU POCCUMUCKOM
®EIEPAIINU

IIMCBMO
oT 14 Mmaa 2018 roga N2 08-1184
O manpassieHun uH@GOpMaITNH

JlemapTaMeHT TOCYAApCTBEHHONH TOJHUTUKA B cdepe obmero obpasoBaHUA
MunoOpHayku Poccum HampaBisieT JUIsi CBelieHHs pa3paboTaHHble BpemeHHOU
komuccueii CoBera ®ezneparuu 10 Ppa3BUTUIO HWHOOPMAIMOHHOTO OOIIECTBA
METONYECKHEe PEeKOMEHJAluAU O pa3MelleHMd Ha WH(QOPMAIMOHHBIX CTeHZAX,
opUIMAIbHBIX  UHTEpPHET-caliTax W  JIpyruX  UH(POPMAIMOHHBIX  pecypcax
o011eo0pa3oBaTesIbHbIX OPTraHU3AIllUil U OpPraHOB, OCYIECTBJIAIONIUX YIIpaBleHUE B
cdhepe obpazoBanus, nHGopManuu 0 6€30IMaCHOM MOBEJAEHUN U HCIIOJIb30BAHUU CETH
«IHTEpHET>.

Hupekrop [denapramenra
A.E. Iletpos

MeToanyecKkre peKOMeH AU
0 pa3MeneHU HAa MH(POPMAIIMOHHBIX CTEH/IaX, O(PUIITHATHHBIX HHTEPHET-
cafiTax M APyrux HHpOpMaInOHHBIX pecypcax o0ImeoopasoBaTeJTbHbBIX
OpraHu3aIuil U1 OPraHOB, OCYIECTBJIAIONINX yIIpaBJIeHue B cepe
oOpasoBaHus, HHGOPMaAIUH 0 0€30IIACHOM ITOBEIEHUHU U MCIIOJIb30BAaHUU
cetu «MIHTEpHET»

dkcrnepramMmu U wieHaMu BpemenHoit komuccuu CoBera denepanuu 1Mo pa3BUTHIO
“HOpPMaNMOHHOTO 001IecTBa B paMKaX BBINIOJIHEHUSA PeKOMEeHIalui apiaMeHTCKUX
CJIyHIaHUU «AKTyasibHble BOIIPOCHI obeclieueHUs 0€30IAaCHOCTH U Pa3BUTHUA JieTed B
UH(POPMALIMOHHOM IIPOCTPAHCTBE», KOTOphIe Ipouuin B CoBeTe Penepanuu 17 anpess
2017 Tr., ObUTM pa3paboTaHbl METOAWUYECKHE PEKOMEHJIAIUM O pa3MeIlleHud Ha
UHQOPMAIIMOHHBIX  CTeHAAX, OQUIHAJIBHBIX  WHTEPHET-cAiTax ©  JIPYyTHux
MHGOPMAIIMOHHBIX pecypcax o00I1eo0pa30BaTEbHBIX OpPTaHU3alUMil ¥ OPraHOB,
OCYIIECTBJIAIOIINX yIpaBieHue B cdepe obpazoBaHus, uHdopmanuu o 6e30macHOM
IOBEICHUM W WCIOJb30BaHUU ceTu «lVIHTepHeT» (majlee - MeTOAWYECKHUE
PEKOMEH/IAIHHT ).

Metoiueckrie peKOMEH/IAIMM HAIlpaBJeHbl HAa KA4YeCTBEHHOE IIOBBIIIEHHE YPOBHS
UHQOPMAIIMOHHOU JeATeTbHOCTH 00Ie00pa30BaTeIbHBIX OPTaHU3AIUil U OPraHOB,
OCYIIECTBJIAIONINX yIIpaBjeHHe B cdepe 00Opa3oBaHUs, B YACTH HHGOPMHUPOBAHUSI
yJaIuxcs, UX pojiuTesel (3aKOHHBIX IIPEICTABUTENIEN) U TIeJarOTHYECKUX PAOOTHUKOB
00 OCHOBHBIX aclieKTax nHGOPMAIMOHHON 6€3011acHOCTH.

MeToiyeckrie peKOMEHAlNU IO3BOJIAT 001eo0pa30BaTeIbHBIM OpPTraHU3ANUAM U
OopraHaM, OCyIIeCTBJISAIOIINM yIpaByeHue B chepe 00pa3oBaHus, aKTyaTU3UPOBAThH yiKe



HCITIOJIB3YyEMbBIEC B pa3MElICHHbIE I/IH(i)OpMaI_II/IOHHI)Ie MaTepuajibl, TaK U IIOATOTOBUTDb UX
B CJIyda€ UX OTCYTCTBHA C YYETOM JIYUIIIUX IIPAKTHK U peKOMEHI[aHHﬁ.

B pamkax MeTogUUeCKUX peKOMEHANN PacCMaTPUBAIOTCA CIeAYIOIINe MHCTPYMEHTHI:
1. ”"HQOPMAIMOHHBIE CTEH/bI;
2. opuruasbHble UHTEPHET-PECYPCHI;

3. cpeacraa MaccoBOU I/IH(I)OpMaIII/II/I (HIKOJIbeIe ra3€Thl, IIeJarorndyeCkue nu3jJanud "
ZIpYTHE).

HudopmanuoHHble cTeHAbl Ha nHGOPMANMOHHBIX CTEHIaX B 00111e00pa30BaTeIbHBIX
OpraHM3aIlUAX, PACIOJIOKEHHBIX B ¢olie yUpeKJeHUH U B KaOHWHeTaX, OCHAIEHHBIX
IIEPCOHAILHBIMU YCTPOHCTBAMH /IS BBIXOZla B CceTh «VIHTEpHET», PEKOMEHAyeTCs
pasMmecTuTh WH(POPMAIMOHHBIE IAMATKH, COZEp’KAIllie OCHOBHBIE COBETHI IIO
obecrieueHUI0 MHOOPMAITMOHHOHN 6€301MaCHOCTH yJaIlHXCsl.

B mpunorkennn N21 K METOUYECKUM PEKOMEH/AIUSM IIPeICTaBJIeH 00pa3el] maMATKH
JUIsA pa3MellieHus Ha MH(GOPMAITMOHHBIX CTEH/1aX.

CpencrBa MaccoBod wuH@opMmaruu B cpeicrBax mMaccoBoil  mHMOpManuu,
OPUEHTHUPOBAHHBIX Ha OOYy4YamoIUXCs, PEKOMEHyeTcs B TeYeHHU Y4eOHOTro Troja
PEryJIIpHO IMyOJMKOBAaTh WH(OPMAIMOHHBIE MAaTEPHUAIBI, MOCBAIIEHHBIE OTAEIbHBIM
acriektaM WHGOPMAIMOHHON 0e30MacHOCTH, a TaKKe pasjIMyHble MaMITKHA OOIIero
Xapakrepa.

B cpencrBax maccoBoul wuHGOpMAIUM, OPUEHTHUPOBAHHBIX HAa II€JaTOTUYECKYIO
OOIIIECTBEHHOCTh, PEKOMEH/yeTcs B TEUEHHU KaJIEHJIADHOTO TO/Aa PETYJISIPHO
my0sinkoBaTh MHGOPMAIMOHHBIE MaTepHUasibl, MOCBAIIEHHBbIE OTAEJIbHBIM acleKTaM
WHOPMaIOHHOU 6e30macHOCTH KaK HeCOBEPIIEeHHOJIETHHUX, TaK u
00111e00pa30BaTeIbHBIX OPTraHU3AIUi, a TakKe pa3jIndHble MaMATKH, 0030DbI
HOPMAaTHBHO-IIPABOBOTO  PETyJIMPOBaHUA JIaHHOU cdepbl ©u wuHPOPMAIUIO O
aKTyaJIbHBIX MEPOIPUATHUAX U COOBITUAX B TAHHOU cdepe.

B xome mpoBemeHuss EawmHOro ypoka mno 0Oe3omacHOCTH B ceTu «VIHTepHeT»
pekoMeHayeTcs1 00ecleunTh BBIMYCK TEMATHUYECKOTO BBIMyCKA CPEACTBA MacCOBOM
nHGOpPMAIUU JTUO0 CEPUU IyOJTUKAIIUH, CPEAN KOTOPBIX PACCMOTPETh OPraHU30BAHHBIE
MeponpuATUs A OOyJyalInuxcs, WX poauTesed (3aKOHHBIX IPEACTaBUTENEN) U
T1eJIarOTUYeCcKOU 0OIIEeCTBEHHOCTH.

Odunuanbabie HNHTepHeT-pecypenl O611e06pa3oBaTeIbHBIM Opra’nusanuam
pekoMeHayeTcsi Ha CcBOuMX odunuanbHbix HTepHeT-pecypcax  o00ecnedyuTb
(pyHKIMOHUpOBaHWE  CAMOCTOATEJBHOTO U CHEe[UAJIM3UPOBAHHOIO  paszen
«HpopManrioHHass 6€30IMacHOCTh», B paMKaX KOTOPOTO MPEAYCMOTPETh pa3MelleHUe
cienaytoilei nHGopMaIum:

®opmart

Nel  Pazpen/moapasnen NpeACTABJICHUA Coaepxxanue MaTepuaIoB
MaTepUuaIoB

JlokanbHbIe Pasmemarorcss KONUM  JTOKYMEHTOB, T.€.

1. HOpPMATUBHBIE  AKThI BKOHI’H/I HOKgII:/IS;TOB CKaHUPOBAHHBIN BApUAHT JIOKYMEHTA,
B Mar .

cdepe obecrieyeHus (bopmare COOTBETCTBYIOLIUN TpeOoBaHUSM K

nH()OpMaAITMOHHON rmapaMeTpaMm CKaHupoBaHMs. Pa3zmemarorcs




0€30IaCHOCTH
00yJaIIHIONTUXCS

TOKYMEHTBI, periiaMeHTHPYIOIINE
OpraHuzaiio ¥ paboTy C MepcOHATLHBIMU
NTAHHBIMHM,  TUIAHBl ~ MEPONPUSITHH IO
00eCTIeUeHUIO HH(pOPMAITMOHHOM
0e30macHOCTH 00yYarOIIUXCS U APYTHE.

HopMmartushoe
peryiupoBaHue

Komuu nokymMeHTOB
B ¢popmare *PDF

[IyOnuKyrOTCSL aKTyaJlbHbIe CBEACHHUS 00
denepanbHBIX M PETHOHAIBHBIX 3aKOHAX,
NUChbMax  OpPraHoB BJIacTH W JIpyTHe
HOPMAaTHBHO-TIPABOBbIC JIOKYMEHTHI,
periIaMeHTHP YOI obecrieueHne
UH(POPMALIMOHHOM 0e30macHOCTH
HECOBEpIICHHOJIETHUX. JlomycKaeTcsi BMeCTo
KONMA  pa3Memarh  THIEPCCBUIKH  Ha
COOTBETCTBYIOIIIME JIOKYMEHTBI Ha calTax
OpraHOB rOCYapPCTBEHHOMN BIIACTH.

[Tenarornueckum
pabOTHHKaM

Tekct Ha cTpaHuUIE
caiita Kommuu
JIOKyMEHTOB B
¢opmare *PDF

Pasmemarorcs Meroaudeckue peKOMEHAANNT
u YKa3bIBaeTCA uHpopmanus 0
MEPOINPHUATHUAX, IPOEKTaX M IMPOrpaMMax,
HaIlpaBJICHHBIX Ha MIOBBILLICHHUE
MH(OPMaLOHHON IrPaMOTHOCTH
[e/1arorMyecKuX pabOTHUKOB.

4. |O0yuaromumcs

Tekct Ha cTpaHuUIE
caita

Pazmemaercss uHQoOpManuoHHas MaMATKa
(mpunoxeHue Ne2) 51 YKa3bIBaeTCs
uHpOpMaLUsd O MEPONPUATHIX, NMPOEKTaX MU
[IporpaMMax, HallpaBJICHHBIX Ha MOBBIIICHHE
MH(POPMALMOHHOM IPaMOTHOCTH
o0yyJarouxcs.

Poputensm  (3aKOHHBIM
5. |mpeacTaBUTENSIM)

TekcT Ha cTpaHule
caita

Pasmemnaercss uHpoOpManMoHHas ~ TaMsATKa
(mpunoxxkenue Ne3).

00yJaronmxcst
Pa3zmemaercs nHpopmarus 0
5 Jletckue Oe3omacHble| TEKCT Ha CTPAHUIIE[PEKOMEHAYEMBIX K  HCHOIB30BAaHUIO B
" |calThI cairta ydeOHOM Tipoliecce Oe30IMacHBIX —CcaiTax,

6aHHepLI 0e30IMacHBIX JIETCKHX CalTOB.

OpraHam, OCYIIECTBJIAIOIINM YIIpaBjieHUe B cdepe oOpa3oBaHUs, peKOMEHJIyeTcsl Ha
HuTepHeT-pecypcax  obecreuuTh  (QYHKIHMOHHUPOBAHUE
CIeNUaJIU3UPOBAHHOIO  paszen «adpopmannoHHas
06e30I1acHOCTh», B paMKaxXx KOTOPOTO IIPelyCMOTPETh pa3MellleHHe CJIeAyIoIei

CBOUX  O(QUITHATIBHBIX
CaMOCTOATEJIBHOTO U

uHopmanuu:




[Ipunoxenue N2 2

NuadbopManmnoHHaA MaMATKA JJIA O0yUaIONIUXCA JJIA pa3MelleHua Ha
opunuanbHbix UHTEpHET-pecypcax

C KaxxabIM I'OJIOM MOJIOAEKHU B HHTEPpHETE CTAHOBUTHCA 6OJ'IbHIe, a IIKOJIBHUKHW OJHU 13
CaMbIX aKTUBHBIX I10JIb30BaTe e PYHeTa. Memy TEM, IOMHNMO OI'POMHOI'O KOJIM4YECTBa
BOBMO}I(HOCTeI;JI, HHTEPHET HECET U HpO6JI€MbI. dTa mamsaTKa AOJI2KHA IIOMOYb Tebe
6e30IacHO HaXOAHUTHCA B CE€TH.

KommbroTepHbBIE BUPYCHI

KommbioTepHBII BUpPYyC - 3TO Pa3HOBUAHOCTH KOMIIBIOTEPHBIX IPOrpPaMM,
OTJINYUTETLHON OCOOEHHOCTHIO KOTOPOU SIBJISIETCS CIIOCOOHOCTh K pa3MHOXKEHHI0. B
JIOIIOJITHEHUEe K 3TOMY, BUPYChl MOTYT IIOBPEJUTh WJIU MOJHOCTHIO YHUYTOXKUTH BCe
daiiyibpl M aHHBIE, MOAKOHTPOJIBHBIE II0JIB30BATENI0, OT HUMEHU KOTOPOro ObLia
3amyllleHa 3apak€HHasd IPOorpamMmMa, a TakKe MNOBPeJUTh WM JlaKe YHUUYTOXKHUTH
ONEpalMOHHYI0 CHCTeMYy cO BceMH aillaMu B 1eJioM. B OOJIBIIMHCTBE CIydaeB
pacrnpocTpaHAITCA BUPYChl Yepe3 UHTEPHET.

MeTo/1bI 3aIUTHI OT BPEJOHOCHBIX TPOTPAMM:

1. Vcnionp3yii coBpeMeHHbIe OllepalliOHHBbIE CUCTEMBI, UMEIOIINEe CePhE3HBIN YPOBEHD
3aIUTHI OT BPEJIOHOCHBIX IIPOTPaAMM;

2. [TocTogHHO ycraHaBauBail mavTH (HuU@POBBIE 3aIUIATKHU, KOTOPhIE aBTOMATHUYECKH
YCTAaHABJIUBAIOTCA C II€JIbI0 JIOPAOTKH IPOrpaMMbl) W Jpyrue OOHOBJIEHUS CBOeU
omepanmuoHHOU cucteMbl. CKaumBall UX TOJIBKO € OPUIIMAIBLHOTO calTa pa3paboTumka
OC. Eciu cyiiecTByeT peskuM aBTOMATHYECKOTO OOHOBJIEHUS, BKJIIOYH €T0;

3. Paboraii Ha cBoeM KOMIIbIOTepe I107], ITpaBaMH I10JIb30BaTesIsd, a He a/IMUHUCTPATOPA.
ITO He MO3BOJIUT OOJIBIINHCTBY BPEIOHOCHBIX MIPOTPaMM HHCTAJIMPOBATHCS HA TBOEM
MIEPCOHATTLHOM KOMITBIOTEDE;

4. lcnonib3y¥i aHTUBUPYCHBIE ITPOTPAMMHBIE ITPOIYKTHI N3BECTHBIX TPOU3BOTUTEJIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub GpU3UIECKUH I0CTYyN K KOMIIBIOTEPY /1J1 HOCTOPOHHUX JIUIL;

6. Mcnosp3yll BHellIHMEe HOCUTeIU UHGPOPMAIUY, Takue Kak (ielika, AucK win gaiin
U3 UHTEPHETA, TOJIbKO U3 NpOo¢depeHHBIX HCTOUHUKOB;

7. He oTKpbIBail KOMIBIOTEpHBIE (A, MOJyYeHHbIE U3 HEHAJEKHBIX UCTOUHUKOB.
JTaxke Te aiiyipl, KOTOPbhIE IPUC/IAT TBOM 3HAKOMBIH. JIydllle yTOUHH Y HETO, OTIIPABJISIT
JIV OH Tebe ux.

Cetu WI-FI

Wi-Fi - 510 He Buj Niepefaum JIAaHHBIX, HE TEXHOJIOTHSA, a BCEro JIMIIb OPEH/, MapKa.
Eme B 1991 roay HuAepsaHJcKas KOMIIaHUA 3aperucrpupoBaia 6penzs; « WECA», uro
obosHauano cioBocodyetanne «Wireless Fidelity», koTopeiii mepeBoAuTCA Kak
«0becrpoBOHAS TOUHOCTH».

Jlo Halero BpeMeHHU JOIUIa Apyras abOpeBwaTypa, KOTOpas SBJISETCA TAKOH Ke
TexHoJioruei. 9to abopeBuarypa «Wi-Fi». Takoe Ha3BaHHe ObLIO JAHO ¢ HAMEKOM Ha



CTaH/ZIAPT BBICIIUM 3ByKOBOW TexHWUKU Hi-Fi, 4To B mepeBojie 0O3HAYaeT «BBICOKas
TOYHOCTB».

Jla, OecITaTHBIN WHTEPHET-ZIOCTYI B Kade, OTeIAX U a3POIOPTax ABJISAETCS OTIUIHOU
BO3MOXKHOCTBIO BBIXOZJa B UHTEepHeT. HO MHOTrWMe 3SKCIepThbl CUYWUTAKT, YTO
obmenocrymabie Wi-Fi cetu He sABIsAI0OTCA 6€30IMaCHBIMH.

CoBerTbl 110 O€3011aCHOCTH PaboTe B 00IIeA0CTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBow JMUHYHO HWHMoOpManuio depesd obmenoctymable Wi-Fi certu.
PaboTasi B HUX, JKeJIaTeJIbHO He BBOJIUTH MAPOJIU 0CTYIIA, JIOTHHBI U KaKHe-TO HOMepa;

2. Mcnosp3yit 1 0OHOBJISAN aHTUBUPYCHBIE IIPOrpaMMbI B Opanamayep. Tem caMmbIM ThbI
obe3omnacuIb ce0s OT 3aKaUYKH BUPyca Ha TBOE YCTPOMCTBO;

3. IIpu wucnosnwszoBanmu Wi-Fi otrimoun ¢yukiuio «O6muil goctyn k daiyiam u
npuHTepam». JlaHHasA QYHKIUS 3aKpbiTa [0 YMOJIYAHUIO, OJIHAKO HEKOTOpbIe
MI0JIb30BATEIN aKTUBUPYIOT €€ 1 y/I00CTBa UCIIOIb30BAHUSA B paboTe Wiu yueoe;

4. He ucnonp3yit mybsmmunsiii WI-FI 11 mepemaun JTUYIHBIX JAHHBIX, HAIIPUMeEp JJIA
BBIX0/1a B COLIMAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO IOUTY;

5. WUnosnw3yil Tospko 3amuiieHHoe coequHeHue yepe3 HTTPS, a we HTTP, t.e. npu
Habope Beb-aspeca BBOAW UMeHHO «https://»;

6. B wmob6wipHOM TestedoHe OTKIOUM GyHKOH «Ilogkimoyenme k  Wi-Fi
aBTOMaTHuYecKu». He moIyckail aBTOMaTH4YeCKOr0 MOAKIIOUEHHs YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero corsacus.

ConuasibHbIe ceTu

CoruasibHble CETH aKTHBHO BXOJAT B HAIIly KU3Hb, MHOTHE JIIOAU PAbOTAIOT U KUBYT
TaM IIOCTOSIHHO, a B Facebook y»ke 3apeructpupoBaH MUJUTHAP/L Y€JIOBEK, UTO SBJISAETCS
OJIHOH CeIbMOM BCEX KHUTeJIeH ITaHeThbl. MHOrme II0J1hb30BaTeJIM HE MOHHMAIOT, YTO
uHopManus, pas3MellleHHas UMH B COIMAJIbHBIX CETAX, MOMKET OBITh HaljleHa U
HCIIOJIb30BaHAa KEM YTO/THO, B TOM YHCJIe He 00s13aTeIbHO ¢ 6J1aruMu HaMepeHUsIMU.

OcCHOBHBIE COBETHI 110 O€30IIaCHOCTH B COIINMAJIBHBIX CETAX:

1. OrpaHnYb CHOUCOK Jipy3eil. ¥ TeOs B APy3bsX HE JODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IeN;

2. 3amuinai cBow YacTHyIo Ku3Hb. He ykaspiBail maposu, TenedoHsI, aapeca, AaTy
TBOEr0 POXKJEHUS U APYIyI0 JUYHYI0 WHQOpMamuo. 3JIOYMBIINUIEHHUKA MOTYT
HCIIOJIH30BaTh Jlaske WHGOPMAIIUIO O TOM, KaK Thl M TBOM POAUTENU IUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3amnuInai cBO PeIyTanulio - IEPKHU ee B YHCTOTE U 3a7[aBail cebe BOIPOC: XOTeJT ObI
TBI, UTOOBI APYTHE IIOJIb30BATEH BHU/IEJIH, UTO ThHI 3arpy:kaeib? [logymai, mpek/ie yem
YTO-TO OIyOJIUKOBATh, HATIMCATh U 3aTPY3HUTh;

4. Ecia ThI TOBOpUIIB C JIIOABMU, KOTOPBIX He 3HAEIb, HE UCIOJb3YH CBOE pPeayIbHOE
UM U JPYTYIO JUUHYI0 HHQOPMALNU: UM, MECTO KUTEJIbCTBA, MECTO yUeObl U ITpoyee;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/ie T N300pakeH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPEIETUTH TBOE MECTOIIOJIOKEHHE;



6. HpI/I perucrpanu B COHHaJIbHOfI CeTu HeO6XOI[I/IMO HCITIOJIb30BAThb C/JIOKHBIE ITapOJIH,
COCTOAIIIME U3 6}7KB nu I.II/I(I)p 1 C KOJIMYECTBOM 3HAKOB HE MEHeEe 8;

7. IJ1s1 conuasibHON CETH, ITOUTHI U JIDYTHUX CAUTOB HEOOXOIMMO HCII0JIb30BAaTh Pa3HbIE
maposin. Torga ecyiu Tebs B3JIOMAIOT, TO 3JI0YMBIIIIEHHUKH TOJIyYaT JIOCTYH TOJIBKO K
OJTHOMY MECTY, a HEe BO BCe cpaay.

SJIGKTpOHHbIe AC€HbI't

ONeKTPOHHbIE JIEHbI'M — 3TO OYE€Hb YAOOHBIN CIOCOo0 IIaTexked, OJTHAKO CYIIECTBYIOT
MOITIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JEHBTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HEIABHO U MMEHHO HM3-3a 3TOTO BO MHOTHUX
rocy/IapcTBax JI0 CUX IIOP He IIPOITMCAHO PO HUX B 3aKOHAX.

B Poccun ke oHU (YHKIMOHHPYIOT U O HHX YK€ IIPOIIMCAaHO B 3aKOHe, IJie UX
pas/iesII0T Ha HECKOJIPKO BU/IOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, 4TO
AHOHHUMHBIE - 5TO Te, B KOTOPBIX paspelnaercs TPOBOAUTH omepanuu 0e3
ueHTUUKAIIUYA TT0JIb30BaTENsA, a B HEAHOHUMHBIX HAEHTU(PUKAIMHU I10J1h30BaTEI
ABJIAETCS 00s13aTeIbHOM.

Takske ciiezyeT pa3janyarh 2JIEKTPOHHBbIE (pUaTHBIE JeHbrd (PaBHBI TOCY/IApPCTBEHHBIM
BJIIOTaM) U SJIEKTPOHHBIE He(HUATHBIE JIEHbI'M (HEe PaBHBI TOCYIAPCTBEHHBIM BATIOTaM).

OCHOBHBI€E COBETHI 110 O€30MacHOM PaboTe ¢ SJIEKTPOHHBIMHY JIEHbraMU:

1. [IpuBs:ku K cueTy MOOWIBbHBIN TesieOH. ITO caMbIil YAOOHBIM U OBICTPHINA CIIOCOO
BOCCTAaHOBUTH JIOCTYI K cueTy. [IpuBsA3aHHBIN TesieOH TOMOKET, eCyIu 3a0yZellb CBOM
IUIATEXKHBIN MapOJIb UJIK 3al/IeNIh HA CAUT C HE3HAKOMOT'O YCTPOUCTBA;

2. Mcnonp3y# ofiHOpa3oBhle maposu. Ilocjie mepexoza Ha YCHUJIEHHYIO aBTOPU3AIIHIO
Tebe yke He Oy/IeT yrpoKaTh OMMACHOCTh KPAXKH WJIH ITepeXBaTa IJIaTeKHOTO apoJIs;

3. Beibepu cioxkHBIA maposib. IlpecTymHUKaM OyZeT He MPOCTO YraJaTh CJIOXKHBIHN
napoJsib. HazexxHele naposim — 3TO 1apoJiv, KOTOphIe CoZiepKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUHBIE M IPOMUCHBIE OYKBBI, UMPHI U HECKOJIBKO CHMBOJIOB,
TaKHe Kak 3HaK /10j1apa, GyHTa, BOCKJINIATETbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAM cBOM JIMUHBIE TaHHBIE HA CAlTaX, KOTOPHIM HE JJOBEPSIEIIb.
DJIeKTPOHHASA ITOYTa

DJIEKTPOHHASA MOUYTa — 3TO TEXHOJIOTHA U IIPEIOCTABJIIEMBIE €10 YCJIYTU 110 IepechlIKe
U TIOJIyYE€HUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOPbIEe PACIPENEISIOTCS B KOMIIBIOTEPHOM
cetu. OOBIUHO SJIEKTPOHHBIA TIIOUTOBBIM AWK BBIVIAAUT CJIEAYIOIUM 00pa3oM:
UMs_TI0JIb30BaTeNA(@UMA_JIoMeHa. Tak:ke KpoMe Iepe/ilauul POCTOr0 TEKCTA, UMeeTC s
BO3MO>KHOCTH Ilepe/iaBaTh (hailsbl.

OCHOBHBI€E COBETHI 110 O€30IMacHON paboTe C 3JIEKTPOHHOU MOUYTOM:

1. Hago BIOpaTh mMpaBUJIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIA BHIOOD
OecryIaTHBIX TOYTOBBIX CEPBHCOB, OJIHAKO JIYYIIE JIOBEPATHh T€M, KOTO 3HAEINIb U KTO
TIepBBIN B PEUTUHTE;

2. He yka3piBail B JIMYHOU mouTe JINIHYIO HHpopMaruo. Hanmpumep, jrydiie BhIOpATh
«MY3BIKaJIbHBIN_(haHaAT@» WJIN «POK2013» BMeCcTO «TeMal3»;



3. Mcrosp3yl IByXaTAITHYI0 aBTOPU3AIIHI0. DTO KOT/la IOMHMO IapoJisi HYy>KHO BBOJUTH
KO/I, TpUchLIaeMbli 110 SMS;

4. Bpibepu CJIOKHBIN TapoJib. JIJIs KaKOTO ITOYTOBOTO SIIIHKA JOJKEH OBITh CBOU
HaJIe>KHBIW, YCTOMUMBBIN K B3JIOMY I1apOJib;

5. Ecii ecTh BOBMOKHOCTHh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MOXKHOCTb;

6. Vcrosnp3yil HECKOJBKO IOYTOBBIX ANUKOB. llepBBIM 11 YacTHOU MEPENuCKH C
azpecaTaMu, KOTOPBIM ThI JIOBEPSEIIb. ITO BJIEKTPOHHBIN aJipec He HaJ[0 UCII0JIb30BaTh
IIpU perucTpanuy Ha GpopyMax u calrax;

7. He oTkpbIBail aiiyibl U JIpyrue BJIOXKEHUS B MHChbMaX Jla’Ke €CJIU OHU MPHUIIIN OT
TBOUX Jipy3ei. JIydlle yTOYHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (paiisl;

8. Ilocne okoHuaHUs pPabOTHI HAa MOYTOBOM CEPBHICE IEpe]] 3aKPHITUEM BKJIAJIKA C
caiiToM He 3a0y/lb HAXKaTh HA « BBIUTH».

KubepOy IMHT WX BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOysutiHT — mpeciieJoBAaHUE COOOIIEHUSMHE, COJEPIKAIIUMU OCKOpOIeHus,
arpeccuio, 3alyTHBaHUe; XYJIUTAHCTBO; COIMaJbHOE OONKOTUPOBAHUE C IIOMOIIBIO
Pa3IUYHBIX UHTEPHET-CEePBUCOB.

OcHOBHBIE COBETHI IO OOpHOE ¢ KNOEPOYIIIIMHTOM:

1. He Opocaiicss B 60M. JIydmuid crmoco6: IMOCOBETOBAThCS KaK ce0s BECTHU W, €CJIU HET
TOTO, K KOMY MOKHO 00paTUThCS, TO BHAYaJIe YCIIOKOUThCA. Eciu Thl HaUHEIIh OTBEYAaTh
OCKOPOJIEHUSIMH Ha OCKOPOJIEHH S, TO TOJIBKO el1le OOJIbIIe Pa303kKIKellb KOHDIIKT;

2. Yrpasail cBoell kubepperyTaiueii;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYH_IGCTBYIOT CITI0COOBI BbBIACHUTDH, KTO CTOHT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He crouT BecTn XyMraHCKUI 00pa3 BUPTYyaIbHOH KU3HU. VIHTEpHET QUKCHUPYET Bee
TBOU JIEHICTBUSA U COXPAHAET UX. YIATUTh UX Oy/IeT KpaiHe 3aTpy/IHUTETHHO;

5. Cobutio/1a11 CBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

6. VrHopupyél equHUYHBIA HeratuB. OJHOpPa30Bble OCKOPOUTEJBHBIE COOOIEHUS
JIydliie uiTHOpUpoBaTh. OOBIYHO arpeccus MpeKpaliaeTcs Ha HAYaJIbHOU CTa/INH;

7. BaH arpeccopa. B mporpaMmmax oOMeHa MI'HOBEHHBIMH COOOIIEHUSMH, B COITHATbHBIX
CETSX eCTh BO3MOYKHOCTh OJIOKHUPOBKHU OTIIPABKU COODIIIEHHH C OITPe/IeIEHHBIX aJ[PECOB;

8. Ecim TBI cBuzerenp KubepOysutmHra. TBOWM JeHCTBUSA: BBICTYIIUTh IPOTUB
npecjiefoBaTess, IOKa3aThb €My, UYTO €ro JIeMCTBUS OLIEHUBAIOTCS HEraTUBHO,
MO/IEPIKATH JKEPTBY, KOTOPOH HY’KHA IICUXOJOTUYECKAS IIOMOIIb, COOOITUTH B3POCIBIM
0 aKTe arpecCuBHOIO IOBEJIEHUA B CETH.

Mob6ubHBIH TeedoH

CoBpemeHHble cMapT¢OHBI U IUIAHINETHI COJlep:KaT B cebe BIIOJIHE B3POCJIBIA
¢dyHKIIMOHAS, U Temepb OHH MOTYT KOHKypPHUpPOBaTh CO CTallMOHApPHBIMH



KOMIIBIOTEPpAMM. OI[HaKO, CPEACTB 3alllUThI AJIA HOI[O6HI:-IX YCTpOﬁCTB IIOKa O4Y€Hb MaJio.
TeCTI/IpOBaHI/Ie H IIOHUCK y}ISBI/IMOCTeﬁ B HUX IIPOHUCXOAUT HE TAaK MHTEHCHUBHO, KaK AJIA
HK, TO 7K€ caMOe€ KacaeTcss 1 MOOMJIbHBIX HpHJ’IO)KGHPIfI.

COBpeMeHHI)Ie MOOHJIbHBIE 6pay3epI>1 YVXKe IIPpaKTU4eCKH [JOTrHa/ii HACTOJIbHbIE
AHaJIOTH, OJHAKO paCIIupEHUEe (1)}7HKIII/IOHa.T[a BJIEUET 3a cOOOH 6OJ'II>IHy}O CJIO?KHOCTDb U
MEHDbIIYIO 3alllUIINECHHOCTbD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOB.TI€HI/IH, 3aKpPbIBAalOII€ KPUTHUYECKHE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JJIA 6e30ImacHOCTH MOOHJIBHOTO TeJ'Ie(l)OHaZ

1. Huuero He sABJseTCA MO-HACTOAIMIEMY OecIIaTHBIM. ByZb OCTOpOXKeH, BeAb KOraa
Tebe mpejtaraloT OecIIaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IIATHBIE
yCIIyru;

2. Jlymaui, mpexze yem oTipaButb SMS, doTo unu Buaeo. Thl TOUHO 3HAENIb, T/I€ OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo11M0 0OHOBJIATH ONlEpAallIOHHYIO CUCTEMY TBOEro cMapTdoHa;
4. Vicnosb3yii aHTUBUPYCHBIE IPOTPAaMMBI /IJIsI MOOMJIBHBIX Tee(OHOB;

5. He 3arpy»xail mpuioKeHus1 OT HEM3BECTHOTO UCTOYHHKA, BE/Ib OHU MOTYT COZEPIKATh
BpeZIOHOCHOE IIPOrpaMMHOe obeclieueHue;

6. ITocie TOrO Kak ThI BBIMJEIIH C CAlTa, I/e BBOAWII JIMYHYI0 UHGpOpPMAaLHIo, 3alU B
HAaCTPOUKHM Opaysepa u yjiaiu cookies;

7. Illepuoguuecku NpoBepsAi Kakue IJIaTHbIE yCJIyTU aKTUBUPOBAHbI HA TBOEM HOMEPE;

8. JlaBaii cBOM HOMEp MOOMJILHOTO TejiehOHA TOJIBKO JIIOJISIM, KOTOPBIX ThI 3HAEIh U
KOMY JIOBEPSIEIIIb;

9. Bluetooth gomxeH OBITH BBIKJIIOYEH, KOTJa Thl UM He IOJb3yelrbcsa. He 3abbiBaii
WHOT/Ia TPOBEPSATH 3TO.

Online urpsr

CoBpeMeHHble OHJIAUH-UTPBl - 3TO KpacOuHble, 3axBaThIBAIOIINE pa3BJjieueHUs,
00'beIMHAIONINE COTHH THICSAY YEJIOBEK 10 BceMy MUPY. VITPOKH HCCIIEAYIOT JaHHBINA UM
MHp, OOWIAIOTCA APYT C JIPYTOM, BBITIOJIHAIOT 33J]aHUs, CPA’KAIOTCA C MOHCTPaAaMH U
MOJIy4alOT OMNBIT. 3a YZOBOJIBCTBUE OHU IUIATAT: IOKYyHAKT [AUCK, OIUIAaYUBAIOT
ab0HEMEHT WU IPUOOPEeTAIOT KaKUe-TO OMIIUY.

Bce oTtu cpezcrtBa uAyT Ha NOAJEepKaHME M pa3BUTHE UTPHI, a TaKKe Ha caMmy
06e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMbBI aBTOPHU3AI[UH, BBIITYCKAIOTCA HOBBIE MTATUYHN
(rmudpoBble 3a1IaTKU AJ1 IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HO]_IO6HBIX HUIrpax CTOUT OIlaCcaTbCA HE CTOJIBKO CBOHX COIIEPHHKOB, CKOJIBKO KpPaXXH
TBOE€TIO I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU OOJIBIIIMHCTBA urp.



OcHOBHBIE COBETHI I1I0 0€30IMaCHOCTH TBOETO HUTIPpOBOro aKkKayHTa:

1. Ecst gpyroii urpok BezieT cebs1 II0X0 WU co3/1aeT TeOe HeMPUATHOCTH, 3a0JIOKUPYH
€TO0 B CIIHICKE UTPOKOB;

2. Iloxasyiica agMUHHUCTPATOpaM WIPHI Ha IUIOXOE IIOBEJAEHHE HTOTO WUTPOKA,
JKeJIaTeJIbHO MMPUJIOKUTh KaKHe-TO I0Ka3aTeJIbCTBa B BU/IE CKDUHOB;

3. He ykassiBaii tnuHyio nHpoOpMaIuo B npodaiisie Urpsi;
4. YBaXkall IpyTUX y4aCTHUKOB I10 UTDE;

5. He ycranaBinBaii HeopunyaabHble IaTYU U MOJIbI;

6. Mcriosip3yi C10KHBIE U Pa3HbIe ITapoJIH;

7. Jlaxke BO BpeMs WUTIpPHlI He CTOUT OTKJIIOYATh aHTUBUPYC. Iloka Tl urpaeib, TBOU
KOMIBIOTEP MOTYT 3aPa3UTh.

OUIIUHT WX Kpaza JIMYHbIX TaHHBIX

OOBIYHOHN Kpakel JeHer W JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YAWUBHIINb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTUHN 3JI0YMBIIUIEHHUKU IIepeMeCcTIINCh B WHTEPHET, U
MIPO/IOJI’KAIOT 3aHUMAThCA «JIIOOMMBIM» JIEJIOM.

Tak mosiBUIach HOBasl yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WX (DUIITUHT, TJIaBHAS 11eJTb
KOTOPOTO COCTOMT B TOJYyYeHUU KOHGUIEHIIMAJIbHbIX JaHHBIX I0JIb30BaTeIed —
JIOTUHOB U napoJiei. Ha anriuiickom si3bike phishing ynraercs kak ¢umwuHr (ot fishing
— pbIOHas JI0BJIsA, password — 1apoJib).

OCHOBHBIE COBETHI 110 OOPHOE C PUIITHHTOM

1. Ciemu 3a CBOMM akKKayHTOM. Eciu Thl IOf03peBaelllb, YTO TBOsS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOUMO 3a0JIOKUPOBATh €€ U COODIIUTHh aIMIHUCTPATOPaM pecypca
00 3TOM KaK MO?KHO CKOpee;

2. Hcnosb3yil Oe3omacHble BeO-CaWThl, B TOM YHCJIE, WHTEPHET-MAara3mHOB U
TTOUCKOBBIX CHCTEM;

3. Mcnomnp3yii c103kHbIE U pa3Hble mapoyu. Takum o6pa3oMm, ecyiu Tebs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKY OJIy4YaT JIOCTYII TOJIBKO K OTHOMY TBOeMY IPO(UIIIO B CETH, & HE KO
BCEM;

4. Eciin Te6s1 B31OManu, TO He0OXOAUMO ITPETyIIPEINTh BCEX CBOUX 3HAKOMbBIX, KOTOPbIE
7100aBjIeHbI Y TeOS B JIPY3bsiX, O TOM, UTO TeDsI B3JIOMAJIM M, BO3MOKHO, OT TBOETO
WMeHH OyZleT pacchlIaThCs CIIaM M CChIKH Ha (DUIITMHTOBBIE CANTHI;

5. YcraHoBH HaJiexkHbIHN 11aposib (PIN) Ha MOOMIbHBIN TetedOH;
6. OTKJIIOYY cOXpaHEeHUe mapoJis B Opaysepe;

7. He oTkpbIBaii (aiiyibl U JIpyryue BJIOXKEHUs B MHUChMAaX Ja’Ke €CId OHU MPHUIIIU OT
TBOUX Jipy3el. JIydllle yTOUHU Y HUX, OTIIPABJISAJIN JIU OHU Tebe 3Tu (ailybl.

[Mudposas penyranus



[Mudposas permyranus - 5T0 HETATUBHAA WX MO3UTUBHASA UHQOpMAIUs B ceTH o Tebe.
Kommpomerupyromas uHdopMalys pasMelleHHas B UHTEPHETE MOXKET Cepbe3HBIM
00pa3oM OTpasuThCs Ha TBOEH peasbHOU ku3HU. «I{udpoBasa pemyranusa» - 5T0 TBOU
UMUK, KOTOPBIU (popmMupyetcs u3 nHGopManuu o Tebe B HHTEPHETE.

TBoe wmecTO KHUTEJIbCTBA, yqe61>1, TBOE (l)I/IHaHCOBOG IIOJIOZKEHHE, 0COOEHHOCTHU
XapakKTepa U paCCKa3bl O OJIM3KHUX - BCE OTO HAKAIIJIMBAETCS B CETH.

MHor#e IoAPOCTKHU JIETKOMBICJIEHHO OTHOCSTCSA K ITyOJIMKAIIUY JIMYHOU HHGOPMAITUH B
VHTEpHETE, HE TIOHUMAs BO3MOXKHBIX MTOCIeACTBUN. ThI Taske HE CMOXKEIb I0TafaThCs
0 ToM, 9TO poTorpadusi, pasMeIlleHHAas 5 JIET Ha3a/l, CTajla IPUYUHOU OTKa3a IPUHSATH
Tebs1 Ha paboTy.

KomMmeHnTapuu, pasmeleHue TBoux ¢ortorpaduil u Apyrue JIeUCTBHS MOTYT He
HCUYE3HYTh Jla’Ke I0CJIe TOTO, KaK Thl UX yJaIullb. Thl He 3HAENIb, KTO COXPAHWJI 3TY
nHdopManuio, momaja JU OHAa B IOWCKOBBIE CHUCTEMBI M COXpAHWIACh JIM OHA, a
[JIABHOE: UTO MOAYMAIOT O Tebe OKpYyKalolllee JIIOHM, KOTOPble HAUAYT U YBUJIAT STO.
Haitt mHGOpPMAIIUIO0 MHOTO JIET CIIYCTSI CMOJKET JII000H - KaK U3 JOOPBIX MOOYKAEHUH,
TaK U C HaMepeHueM NPUUUHUTH BpeJ. ITO MOKET ObITh KTO YTOHO.

OCHOBHBI€ COBETHI 10 3aLIUTE HU(PPOBON pemyTaluu:

1. [Tomymaii, mpexze uemM 4To-TO ITyOJIMKOBATh U TEpefaBaTh y ceds B Ojore Wik B
COITMAJIBHOHU CETH;

2. B HacTpolikax npodusig yCTAaHOBU OTPAaHUYEHUA HA IPOCMOTP TBOEro NpOoduiIsa U ero
COJIEP?KUMOTO, C/leJIal €T0 TOJIBKO «JJISA IPy3€ei»;

3. He pa3mermaii 1 He yKa3bpiBali HHGOPMAIHUIO, KOTOPAs MOXKET KOT0-JI100 OCKOPOJISIThH
WJIA OOM2KAaTh.

ABTOpCKOE TPaBO

CoBpeMeHHbIE IIKOJIBHUKU- AKTHBHBIE IOJIB30BATENN IU(GPOBOTO MPOCTPAHCTBA.
O/THaKO JTAJIEKO HE BCe 3HAIOT, UTO MOJIb30BAHNE MHOTUMU BO3MOKHOCTSIMH IU(PPOBOTO
Mupa TpebyeT cobIIoAeHNA TTPaB HA NHTEJUIEKTYIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEJJIEKTyaIbHAsI COOCTBEHHOCTh» OTHOCHUTCS K Pa3IUYHBIM TBOPEHUSIM
YeJIOBEUECKOTO yMa, HAayWHas C HOBBIX HM300peTeHHN U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh HA MPOJIYKTHl U YCJIYTH , U 3aKaHYMBasg KHUTaMH, (otorpadusmu,
KUHODUIbMaMU ¥ My3bIKQJIbHBIMU IPOU3BEJeHUAMU.

ABTOpCKHE IIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYAJIbHYI0O COOCTBEHHOCTh Ha IIPOU3BEEHUS
HAyKH, JIUTEPATypPbl U UCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B KaUeCTBe rapaHTUH
TOTO, UTO UHTEJJIEKTYaIbHbIN/ TBOPUECKUH TPY/, aBTOPa He Oy/IeT HAlIPACHBIM, AACT eMy
CIpaBe/lIUBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOEro TPYZAd, MOJIYIUTH
HU3BECTHOCTH U NpusdHaHue. HUKTo 6e3 pa3peleHus aBTopa He MOKET BOCITPOU3BOJIUTH
€ro TMpPOU3BeJeHNEe, PaCIPOCTPAHATh, IIyOJUYHO JI€MOHCTPUPOBATh, IIPOJIABaTh,
UMIIOPTUPOBATh, IyCKAaTh B IPOKAT, IIyOJIMYHO UCIIOJHATH, ITOKA3bIBATh/UCIIOTHATh B
a¢upe nim pa3memath B VIHTEpHeTE.

Hcnonb30BaHue «IIHPATCKOTO» IPOTPAMMHOrO OOecIieueHusI MOXKeT IIPHUBECTH K
MHOTHUM pHICKaM: OT IIOTEPU JIAHHBIX K TBOUM aKKayHTaM /10 OJIOKUPOBKU TBOETO
YCTPOUCTBA, TJle YCTAaHOBJIEHHBIN HE JierajibHasA mporpaMmma. He cTout Taxoke 3a0bIBaTh,
YTO CYIIECTBYET JIeTAIbHBIE B OecIIaTHbIE IIPOTPAMMBbI, KOTOPbI€ MOKHO HAWUTH B CETH.



O nopTase

CereBUUYOK.pd - TBOW IJIABHBIA COBETYHMK B CETU. 37IECh THI MOXKEIIb Y3HATh O
0e30IIaCHOCTH B CETH IOHATHBIM M JOCTYIIHBIM SI3bIKOM, a IIPU BO3HHUKHOBEHHU
KPUTUYECKOH CHTyallUd OOpaTUTHhCS 32 COBETOM. A TakKKe HPUHATh Y4JacTHe B
KOHKYPCax U CTaTh CAMBIM IIU(PPOBBIM I'PAXXAAHUHOM!



IIpunoxxenue N 3
ITamaTka s poauresied 00 MHPOPMAITMOHHOM 0€30IMacCHOCTH AeTeH

Omnpenenenne TepMuHA «HWH(GOPMAIMOHHASA 0€30MacHOCTh JEeTEW» COMIEPIKUTCA B
®enepanpHoM 3akoHe N2 436-03 «O 3amure gereid oT MHGOPMAINU, TPUINHSIONIEN
Bp€/l X 37I0POBBIO U Pa3BUTHIO», PETYJIUPYIOIIUM OTHOIIEHU, CBA3aHHbIE C 3aIUTON
netell oT uHOOpMAIUM, TPUYUHAOIIEH BpeJ, UX 370pOBbI0 U (WIHU) PA3BUTHUIO.
CoryiacHO ZJaHHOMY 3aKOHY «HH(MOpMAIMOHHAsA 6€3011aCHOCTb JETEN» - 3TO COCTOSHUE
3AIUIIEHHOCTH, TPHU KOTOPOM OTCYTCTBYeT PHUCK, CBS3aHHBIM C IPUYMHEHUEM
nadopmanuen Bpezia ux 3[0poBbI0 U (Win) pusndeckoMy, ICUXUIECKOMY, JyXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHUIO.

B cunmy ®epepanmbHoro 3akoHa NO 436-®3 wmHbDoOpMauen, MTPUUHHIIOINEH BpE
3710POBBIO U (MJIN) PA3BUTHIO JIETEH, ABIISIETCS:

1. ”HDOpMAaIHA, 3aIpelleHHas IJI paCIIPOCTPAaHEHUsI CPETHU IETEH;

2. nuadopmanus, pacupocTpaHeHre KOTOPOU OIPaHUYEHO CpefU JileTel OIpe/ieJIeHHbIX
BO3PACTHBIX KAaTETOPUU.

3. Kuadopmanuu, 3anpemeHHON Jj1 pacCIpOCTpaHeHUs cpefu JeTeld, OTHOCUTCA:

4. nHoOpManusa, noby:KaarIas JIeTeldl K COBEPIIEHHIO JEeWCTBUH, MPEACTABIISIONINX
yIpo3y WX KU3HU U (WIN) 370POBBIO, B T.4. IPUUYMHEHHUIO Bpela CBOEMY 370POBBIO,
caMOyOUHCTBY;

5. CIIOCOOHOCTh BBI3BaTh y JIETeH JKejlaHHWE YIOTPeOUTh HAPKOTHYECKUE CPEJICTBA,
IICUXOTPOIIHbIe ¥ (WIM) OJAypMaHUBAIOIINE BeIeCcTBa, TabayHble U3JEJU,
AJIKOTOJIBHYIO M CITUPTOCO/IEPIKAIIYI0 IIPOAYKIHIO, ITHBO M HAIIUTKU, U3TOTABJIUBAaEMbIE
Ha €ro OCHOBE; HPHUHATh ydacTHEe B a3apTHBIX HMIPaX, 3aHUMAThCSA HPOCTUTYIIHUEH,
OPO/ISI?KHUYECTBOM WJIU IIOIIPOIIaHHUYECTBOM;

6. O00OCHOBBIBAWOINAS WJIM ONpaBAbIBAIONIAs JIOMYCTUMOCTh HAacWIuA U (WiIn)
JKECTOKOCTH JUOO0 TOOYK/IaIoas OCYIeCTB/IATh HACUJIbCTBEHHBIE JIEHCTBUS IO
OTHOIIIEHHIO K JIIOAAM U ’KUBOTHBIM;

7. OTPHUIIAIONIAA CEMEeHHbIe IeHHOCTH U (OPMHUPYIOIIAsa HeyBaXKEHUE K POAUTENISIM U
(wn) IPpyTUM WiIeHaM CeMbU;

8. ompaszpIBaoIas IPOTUBOIIPABHOE ITOBE/IEHUE;
9. coZiepiKallas HelleH3ypHYI0 OpaHb;
10. cojieprkalasg nHpopMaIuio nopHorpadruIeckoro xapakrepa.

K undopmarnuu, pacnpocTpaHeHre KOTOPOU OTPAaHUYEHO CPEJIU JIETel OIpeieIeHHOTO
BO3pAacTa, OTHOCUTCA:

1. uadopMaIus, IpeJCcTaBisieMas B BUAe U300paskeHHsA WJIH OIMHMCAHUS >KECTOKOCTH,
¢usnueckoro u (MIM) IICHXMYECKOTO HACHJ/IUS, MPECTYyIUIEHUA WJIH WHOTO
aHTHUOOIECTBEHHOIO JEeHCTBUA;

2. BBI3BIBAIOIAS y JleTel CTpaX, y:Kac WIM MAaHHUKYy, B T.4. MpeJCTaBjisieMas B BHJE
U300pakeHusl WU OIMCAHUA B YHIDKAIOIIEW 4YeJIOBeUecKoe JIOCTOMHCTBO dopme
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HEHAaCHJIbCTBEHHOU CMEPTHU, 3a00JIeBaHUSA, CAMOYOUIICTBAa, HECUYACTHOTO C/Iy4as, aBapUU
WU KaTacTpo@bl U (MJIH) UX ITOCJIE/ICTBUH;

3. mpejcTaBsieMasi B BU/ie N300pakKeHUs WU OIHCAHUS TOJOBBIX OTHOIIIEHUN MEXKITY
MY>KUYUHOU U KEHIITUHOU;

4. cofiepkalinas OpaHHbIe cJI0Ba U BIPaXKeHUA, He OTHOCAIIeCs K HelleH3ypHOU OpaHU.

C yueroMm sTOorO Bam mpezararorces mpaBusia paboThl B ceTu VIHTEPHET A1 Pa3IMYHBIX
BO3PACTHBIX KaTeropui, cobJtiozieHre KOTOPBIX MIO3BOJIUT obecreunThb
nHGOPMAIIMOHHYI0 6€30ITaCHOCTD BAIIIHX JIETEMH.

OO01mue nmpaBWwia /ISl poauTesiel

1. HezaBucumo oT Bo3pacta pebeHKa WCIOJIB3YUTE IPOrPaMMHOE oOOecleuyeHue,
roMoraroiiee GUJIbTPOBATh M KOHTPOJIUPOBATh WHAOPMAIIUIO, HO He IT0JIaralTech
TIOJTHOCTHIO Ha Hero. Bame BHMMaHMe K peOEHKY - TJIAaBHBIA METO/] 3aIIIUTHI.

2. Ecytu Bainn pebeHOK MMeeT aKKayHT Ha OJJHOM U3 COIUaTbHBIX cepBHcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.11.), BHUMATeJbHO H3y4YUTE, KAKYyI) WH(MOPMAIUIO
IIOMENIAIOT €r0 YYaCTHUKU B CBOUX Npodmisax u Osorax, BkIuas Qororpadpum u
BU/IEO.

3. IIpoBephTe, ¢ KaKUMHU JAPYTUMH CaliTaMU CBA3aH COIIMAJIBHBIM cepBHC Bamiero
pebenka. Crpanmuku Bamiero pebeHka MOryT ObITh 0€30IaCHBIMH, HO MOTYT U
COZIEP?KATh CCHUIKU HA HEXKeJIaTeJIbHBbIE U OTIaCHbIE CAWThI (HarpuMep, TOPHOCAUT, WJIN
CalT, HA KOTOPOM JIpyT YIIOMHHAeT HOMEP COTOBOTO TesjedoHa Barero pebenka wim
Bamr qomarntHui agpec)

4. IoompsitTe Bamux nereit coobiath 060 BCEM CTPAHHOM WJIM OTTAJIKUBAIOIIUM U HE
CJIMIIIKOM OCTPO pearupyuTe, KOI/la OHU 3TO JeJ1aioT (13-3a ommaceHus NOoTepATh JI0CTYII
K VHTEepHeTy AeTH He TOBOPAT POJAUTENAM O IMpobseMax, a TakKe MOTYT HadaTh
HCII0JIH30BaTh VIHTEpPHET BHE JIOMA U IIIKOJIBI).

5. Bynbre B Kypce ceTeBoH ku3HU Bamiero pebenka. lHTEpecyiTech, KTO UX APY3bs B
W HTepHEeT Tak ke, KaK UHTepecyeTeCh peajIbHbIMU JIPY3bIMMU.

Bospacr ot 7 110 8 ner

B MHTepHeTe pebEHOK CcTapaeTcsl MTOCETUTh Te WUJIM MHbIE CAUThI, 8 BO3MOYKHO U YaThl,
paspellieHre Ha IOCEIIeHHe KOTOPBIX OH He MOJIydusl Obl OT pojuteneid. ITosaromy
poauTesisiMm OCOOEHHO TOJIE3HBI OyAyT Te OTYEThI, KOTOpPHIE IIPEIOCTABIAIOTCS
MporpaMMaMy II0 OTPAaHWYEHHUI0 HCIIOJIb30BaHUA VIHTEepHeTa, T. €. PoauTesbCcKui
KOHTPOJIb WJIM TO, YTO BhI CMOXKETE YBUJIETH BO BpeMeHHBIX (paityiax. B pesyinbrate, y
pebeHka He Oy/ieT OIIYIIEHUs, YTO 32 HUM BEJETCA MOCTOSHHBIA KOHTPOJIb, OJTHAKO,
poxnutenu OyAyT IO-TIPEKHEMY 3HaATh, KaKWe€ CAUTHI MOCEIaeT nx pebeHOK. /letn B
JITAaHHOM Bo3pacTe 00J1aJIal0T CHJIBHBIM YYBCTBOM CEMbBH, OHH JIOBEPUYHUBHI M HE
COMHeBaloTcs B aBToputeTax. OHU JIFOOAT UTPaATh B CETEBBIE UTPHI U IIyTEIIECTBOBATH IO
W HTEepHETY, WCHOJb3ysA 3SJEKTPOHHYIO IIOYTY, 3aXOJIMTh Ha CAaWThl W 4YaThl, HeE
PEKOMEH/IOBaHHbBIE POAUTEISIMH.



Cosersl o 0e3omacHoOCTU B cety IHTEpHeET 1JIs neTe 7-8 Jier

1. Co3paiiTe CIMCOK JOMAIITHHUX MIPaBWJI MOCeeHns VIHTepHeTa MPU yYaCTUH JIETEU U
TpeOy¥iiTe ero BHIITOTHEHUS.

2. TpeOyiite oT Bamiero pebenka coOiiofieHUsI BPEMEHHBIX HOPM HaXOXJIEHUS 34
KoMmbOTEPOM. [lokakuTe pebeHKy, uTo Bbl HabsrogaeTe 3a HUM He IIOTOMY 4YTO Bam
ATO XOYETCs, a MIOTOMY UTO BbI GecriokouTech O €ro 6€30IacHOCTH U BCEr/ia TOTOBBI €My
IIOMOYb.

3. Kommprotep ¢ nogkiroueHneM K MIHTEpHETY OJKEH HaXOIUThCs B OOIEN KOMHATE
T10JT IPUCMOTPOM POJUTEIIEN.

4. HCHOJ’IBEEYﬁTG Cliequa/ibHbI€ AETCKHE IIOMCKOBbIE MAIIITHBI.

5. Ucnosnb3yliTe cpefcTBa OJIOKUPOBAHUA HeXKeJIaTeJIbHOTO KOHTEHTAa KakK /I0N0JIHEeHNe
K CTaH/IaPTHOMY Po/IUTEThCKOMY KOHTPOJIIO.

6. CozmaiiTe ceMEWHBIH 3JIEKTPOHHBIA SIUK, YTOOBI HE IIO3BOJIUTH JIETSIM HMETH
cobCTBEHHEBIE ajipeca.

7. BraokupyiiTe mocTymn K caiiTaM ¢ OeCrlaTHBIMU IMOYTOBBIMU SIIMKAMU C TIOMOIIBIO
COOTBETCTBYIOIIET0 IIPOrPAMMHOT0 0becrieueHu .

8. Ilpuyuure pnereil coBeToBaThcsi ¢ Bamu mepesn omyOGIMKOBaHMEM KaKOU-IHOO
UHPOpPMALMU CPEACTBAMU 3JIEKTPOHHOW MOYTHI, YaTOB, PETUCTPALIMOHHBIX (QOPM U
npoduien.

9. Hayuure pnereii He 3arpyxarb (aiyibl, MpOrpaMMbl WIH My3bIKy 0e3 BaIlero
COTJIaCHS.

10. He paspermaiiTe eTAM UCIOJIH30BATH CIYKOBI MTHOBEHHOTO 0OMeHa COOOIEHUSIMH.

11. B «BenpIii» CIECOK CAlTOB, pa3peIeHHbIX JJ15 MTOCEIIeHUsI, BHOCUTE TOJIBKO CAUTHI C
XOpoIel peryTaiuen.

12. He 3a0bIBaiiTe GeceroBaTh ¢ 1eTbMU 00 UX JIpy3bsxX B MIHTEpHETE, KaK ecu ObI peub
1712 O PY3bAX B PeIbHOU KU3HU.

13. He genaiiTe «Taby» U3 BOIPOCOB MTOJIOBOM »KU3HHU, TaK KaK B FIHTepHETE IETH MOTYT
JIETKO HAaTKHYTbhCSA Ha TOPHOTIPadUI0 UM CAUTHI «/1JI1 B3POCIIBIX».

14. Ilpuyuure Bamero pebeHka cooOmaTh BaM O JIIOOBIX yrpo3axX WM TPEBOTAX,
cBsA3aHHBIX ¢ IHTepHeTOM. OCTaBalTECh CIIOKOMHBIMY U HAITOMHHUTE JIETSM, YTO OHU B
06e30macCHOCTH, €CJIM CaMU paccKasajd BaM O CBOMX TpeBorax. lloxBasmTe uX u
IIOCOBETYUTE MOJOUTH ellle pa3 B HOI00HBIX CIyUasX.

Bo3spacr geteii ot 9 /10 12 j1eT

B nanHOM Bo3pacTte AeTH, KaK IMPaBUJIO, Y»Ke HaCJIBIIIaHbl O TOM, Kakasd nH(opMaus
cymectByeT B MHTepHere. COBEpIIEHHO HOPMAaJIbHO, YTO OHHU XOTAT 3TO YBUJIETD,
MpOYecTh, YCJBINATh. [IpM 3TOM HY>XHO HOMHHUTB, UTO JOCTYIl K He)KeJaTeJIbHBbIM
MaTepriajiaM MOKHO JIETKO 3a0JI0OKMpOBAaTh HPU IIOMOIINHM CPEACTB POoauTeTbcKOro
KOHTPOJIS.



CoBeTbl MO 0€30MMaCHOCTH JJIA AeTEH OT 9 0 12 JIeT

1. Co3/taiiTe CIIMCOK JIOMAITHUX ITPaBUJI MOcelleHus MHTepHET MpH y4acTHH JIeTed U
TpeOyHTe ero BHIIIOJTHEHUS.

2. TpebyiiTe oT Barero pebenka co6110/IeHIs] HOPM HaXOXK/IeHUs 32 KOMIIBIOTEPOM.

3. Habsrogaiite 3a pebeHKOM mpu paboTe 3a KOMIBIOTEPOM, MOKAKUTE €My, UTO BbI
OecIIoKOUTECh O ero 6€30TIaCHOCTU U BCET/Ia TOTOBBI OKa3aTh €My ITOMOIITb.

4. Komnbiorep ¢ mozkioueHrueM B VIHTepHET JTO/KEH HAXOJIUThCS B OOIIEH KOMHAaTe
IO/l IPUCMOTPOM POJIUTENIEN.

5. Mcnonb3yliTe cpeAcTBa OJIOKUPOBAHUA HeXKeJIaTeJIbHOTO KOHTEHTa KakK /I0NO0JIHEeHNe
K CTaH/IaPTHOMY PO/IUTEThCKOMY KOHTPOJIIO.

6. He 3a0bIBaiiTe NpUHUMATh HETIOCPEZICTBEHHOE YUacTHe B JKU3HU pebeHka bece/10BaTh
¢ eTbMU 00 UX Apy3bsx B IHTEpHeTE.

7. HactauBaiiTe, 4TOOBI JIeTH HUKOT/IA HE COTJIAIIAIUCH HA JIMYHbBIE BCTPEUH C APY3bAMU
o urepHery.

8. Ilo3BosAliTe JeTAM 3aXOAUTh TOJBKO HA CAUThI M3 «0EJ0r0» CIHCKA, KOTOPBIH
CO37lalTe BMECTe C HUMH.

9. Ilpuyuure pereli HUKOI/IAa He BbIIaBaTh JIMUHYI0 HHMOpPMALUIO CpeicTBaMHU
BJIEKTPOHHOM TIOYTHI, YATOB, CHCTEM MTHOBEHHOTO OOMEHa COOOIIEeHUSIMHU,
perucrpanyoHHbIX (HOpM, JUYHBIX OpOouIed U IpU perucTparuu Ha KOHKYPCHI B
HNurepHere.

10. [IpuyuuTe sieTeil He 3arpy:kaTh nmporpaMmMmbl 0e3 Bamiero paspemienus. O0bsACHUTE
UM, YTO OHHU MOTYT CJIy4allHO B3arpy3uTh BHUPYChl WJIN JIpyroe HeXKeJaTeIbHOe
IporpaMMHOe o0ecIieueHue.

11. Cospatite Bamemy peGeHKy OTpaHUYEHHYIO0 YUYETHYIO 3amuch il paboThl Ha
KOMIIBIOTEPE.

12. Ilpuyumure Bamero pebeHka coo0IIaTh BaM O JIIOOBIX Yrpo3axX WM TPEBOTaX,
cBaA3aHHBIX ¢ MHTepHEeTOM. HamoMHUTE AE€TAM, YTO OHU B OE30MACHOCTH, €CIU CaMH
pacckaszajsiz BaM O CBOMX TPEBOTaX U OMaCeHUAX.

13. Pacckaxkure AE€TAM O HOpHOI‘pa(I)I/II/I B I/IHTepHeTe.

14. HacrauBaiiTe Ha TOM, 4YTOOBI JIeTHM MPENOCTABJS/IA BaM JIOCTyI K CBOeH
3JIEKTPOHHOU MOYTE, UTOOBI BbI yOEIHJIUCH, UTO OHU He O0IIAIOTCS C HE3HAKOMIIAMH.

15. OOBscHUTE [AeTsAM, 4YTO HeJb3s HWCIOJb30BaTh CeTh JJIs XyJUTAHCTBA,
pacrpocTpaHeHUs CIJIETEH WU YTPO3.

Bospacrt nereti oT 13 /10 17 JIET



B 3TOM BO3pacre MOAPOCTKH aKTUBHO HCIIOJIB3YIOT IMOMCKOBBIE MAIIUHBI, TOJIb3YIOTCS
BJIEKTPOHHOU TIOYTOH, CJIy;kOaMH MTHOBEHHOTO OOMeHa COOOIEeHUSMH, CKAaUHUBAIOT
My3bIKy B GUIbMBI. MaJbuyuKaM B 3TOM BoO3pacTe OOJIbIlle 10 HPAaBYy CMETaTh BCE
OTPAaHUYEHUs, OHHU IKAKAYT TpPyOOro IOMOpA, a3apTHBIX WP, KAPTHHOK «JIJIf
B3pOCJBIX». JIeBOUKHU MPEIIIOUUTAIOT OOIIAThCA B UaTaX, IPU 5TOM OHU Topasfio 6osiee
YyBCTBUTEJIHLHBI K CEKCYaJIbHBIM JJOMOTaTeIbCTBAM B IHTEpHETE.

3a4acTyio B JaHHOM BO3pacTe POAUTEJISAM y2Ke BecbMa CJI0KHO KOHTPOJUPOBATh CBOUX
neTei, Tak kKak 00 VlHTepHETe OHU y:Ke 3HAIOT 3HAUUTEIFHO OOJIbIIIE CBOUX POJIUTENEN.
Tem He MeHee, He OTIIyCKaWTe JeTeldl B «CBOOOJHOe IUIaBaHWe» 1O VIHTEpHeTY.
CrapaiiTech aKTHBHO Y4acTBOBaTh B 00IIleHN U pebeHKa B IHTepHeTe.

BaxxHO TmO-TIpekHEMY CTpPOro coOsrozarh npaBuia HTepHET-0€30MacHOCTH -
corJlallieHue MeXAy POJIUTENSAMU U JeTbMU. Kpome TOro, HeoOXOAWMO KaK MOKHO
yaire MpocMaTpUBaTh OTUETHI O JlesiTeJIbHOCTH JieTei B MIHTepHeTe. Cirezryer 0OpaTuTh
BHUMAaHHE Ha HEOOXOIMMOCTh COJEPIKAHUs POJAUTENbCKUX I1apoJsied (mmaposien
aJIMUIHUCTPATOPOB) B CTPOTOM CEKpeTe W O0paTHuTh BHUMAHHE HA CTPOTOCTh BTHX
rmapoJien.

CoBerTbl 110 6€30I1aCHOCTH B 9TOM BO3pacTe OT 13 [0 17 JIET

1. CospmaiiTe CHHCOK JOMAIIHUX IMPaBUJI IOCelleHus IIHTepHeTa IIpU Yy4YacTUH
MIOZPOCTKOB U TpeOyiTe 06e3ycIOBHOTO ero BbINOJIHEeHUsA. OOroBoputre ¢ pebeHKOM
CIIMCOK 3ampelieHHbIX CAaWTOB («4YepHBIN CHUCOK»), 4Yachkl paboTel B UHTEpHeTe,
PYKOBOJICTBO 1O OOIIIeHUI0 B VIHTEpHETE (B TOM YHCJIE B YaTax).

2. KoMmproTep ¢ MOAKIIOUEHUEM K ceTH VIHTEpHET AO/KEH HaXOJAUThCA B OOIIen
KOMHAare.

3. He 3abbIBaliTe GecesioBaTh ¢ AeTbMHU 00 UX JIpy3bsAxX B MIHTepHETE, O TOM, YeEM OHU
3aHATHI TAKUM 00pa3oM, OyZTO peub UAET O PY3bsIX B peasbHOU ku3HU. CrpamuBaiite
0 JIIOAAX, C KOTOPBIMHU JETH OOIIAIOTCA IMOCPEACTBOM CIY>KO MTIHOBEHHOTO OOMeHa
COODIIEHUAMU, YTOOBI YOETUTHCS, UTO STU JIIOAU UM 3HAKOMBI.

4. Ucnionp3yiiTe cpezicTBa OJIOKMPOBaHUSA HeXKeJlaTeJIbHOTO KOHTEHTA KakK JIOTOJIHEHUe
K CTaH/IapTHOMY PosiuTessbckoMy KOHTPOJIIO.

5. Heobxomumo 3HaTh, KaKUMH 4YaTaMd TMOJb3yIOTcA Bamm petu. Iloompsiite
HCIIOJIb30BaHUE MOJIEPUPYEMBIX YaTOB M HAcTaWBaiTe, YTOOBI JIETH He OOIIAINCH B
IIPUBATHOM peXKUMe.

6. HacrauBaiiTe Ha TOM, YTOOBI JIeTU HUKOTI/IA HE BCTPEUAIUCH JINYHO C JAPY3bAMHU U3
cetu IHTEpHET.

7. IlpuyuwTe paeTed He BbBIJIaBaTh CBOIO JIMYHYI0 HWHQOPMAIMIO CpefcTBaMHU
9JIEKTPOHHOW TIOYTHI, YaTOB, CHCTeM MTHOBEHHOTO OOMeEHa COOOIIEeHUsIMU,
perucTpanuoHHbIX (HOPM, JUYHBIX TPOPUIEH W TPU PETHUCTPAIIUM HA KOHKYDPCHI B
HNuTtepHere.

8. IIpuyuute aeteil He 3arpy:kaThb mporpamMmMbl 6e3 Barero paspetiienus. O6bsicHUTE
UM, YTO OHU MOTYT CJIy4ailHO 3arpy3uThb BHUPYChl WJIN JIpyroe HeKeJaTeJIbHOe
IIporpaMMHOe obecrieueHue.

9. Ilpuyuure Bamero pebGeHka coo0maTh BaM O JIOOBIX yrpo3ax WU TPEBOTrax,
cBaA3aHHBbIX ¢ VHTepHeTOM. HamoMHUTE AeTAM, 4TO OHU B 0€30MaCHOCTU, eCU CaMH



pacckazajii BaM, O CBOMX yIrpo3aX WM TpeBorax. IloXBajiuTe WX M IIOCOBETYITE
TIOJIOUTH €eIlle Pa3 B MOI00HBIX CIyYasX.

10. Pacckaxkute getam o nopHorpaduu B MHTepHeTe. IToMoruTe MM 3alIUTUTBCA OT
criama. HayuuTe m©DOApOCTKOB He BblIZIaBaTb B LIHTepHeTe CBOero peajbHOTO
2JICKTPOHHOT'O ajipeca, He OTBedaTh Ha HeKkesaTeJbHble INHCbMa M HCIOJIb30BaTh
cIerajibHble I0YTOBbIE (DUIBTPHI.

11. HpI/Iy‘-II/ITe cebs1 BHAKOMUTHCSA C CaﬁTaMI/I, KOTOpPbIE ITOCEIAIOT ITIOAPOCTKH.

12. HayuwnTe eTeli yBakaTh PYTHUX B HHTEpHETE. YOeqUTeCh, YTO OHHU 3HAIOT O TOM, UTO
IIpaBUJIa XOPOLIETro MOBeAEHUA e CTBYIOT Be3/ie — JJa’Ke B BUPTyaJIbHOM MUpe.

13. OObsicHUTE AeTAM, YTO HU B KOEM CJIydyae HeJIb3sA HCIHOJab30BaTh CeTb s
XYJIMTAHCTBA, PaCIIpOCTPaHEeHUs CIIETEH WJIN yTPO3 APYTUM JIIOJISM.

14. ObcyanTe ¢ MOAPOCTKAMU IIPOOJIEMBI CETEBBIX a3apTHHIX UTP M UX BO3MOKHBIU
puck. HanmomHuTE, YTO JIeTH HEe MOTYT UTPATh B 3TU UTPHI COIJIACHO 3aKOHY.

[TocTOSTHHO KOHTPOJIUpYHTE HcHoab30BaHue MHTepHeTa Bamum pebenkom! ITo He
HapylleHHe ero JIMYHOIO IIPOCTPAHCTBA, a Mepa IIPeIOCTOPOXKHOCTU U IIPOSABJICHHE
Barmeir poauTesIbCKON OTBETCTBEHHOCTH U 3a00THI.



